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Significant Cyber Incident Statistics

üSignificant cyber attacks happen every 14 seconds 

ü Increase of 350% since 2018

NC Public Sector Statistics

ü2019: 10 (reported) significant cyber incidents 

ü2020,: 24 significant cyber incidents 

ü2021: 20+ significant cyber incidents

ü2022: 9 significant cyber incidents as of March 30, 2022

üDowntime from significant cyber incidents increased 200 

percent

ü Incident costs average ~$700k-$1.5 million



AVERAGE BREACH STATISTICS

ÅLess than 50% of breaches get detected internally

Å~191-197 days to ID a breach

Å~ 66-69 days to contain it

ÅAverage recovery takes 6-9 months

ÅMost entities only recover 80% of data/functionality due to encryption

ÅTypically takes 16.7 days to bring network back up in most limited way



TOP 10 TRENDS
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NEW NC LEGISLATION RELATED TO 
CYBER SECURITY INCIDENTS 

& RANSOM PAYMENTS

G.S. 143B-1320, AMENDED BY SL2021-180

G.S. 143B-1379(C), AMENDED BY SL2021-180

G.S. 143-800, AMENDED BY SL2021-180



ARTICLE 84, VARIOUS TECHNOLOGY REGULATIONS.
GS143-800: STATE ENTITIES AND RANSOMWARE PAYMENTS.

(a) No State agency or local government entity shall submit payment or otherwise 

communicate with an entity that has engaged in a cybersecurity incident on an 

information technology system by encrypting data and then subsequently offering 

to decrypt that data in exchange for a ransom payment.

(b) Any State agency or local government entity experiencing a ransom request in 

connection with a cybersecurity incident shall consult with the Department of 

Information Technology in accordance with G.S. 143B-1379. 

(c) The following definitions apply in this section: 

(1) Local government entity. ïA local political subdivision of the State, including, 

but not limited to, a city, a county, a local school administrative unit as defined in 

G.S. 115C-5, or a community college.  



CYBERSECURITY INCIDENT 
REPORTING REQUIREMENT

G.S. 143B-1379(C), AMENDED BY SL2021-180

(c) Local government entities, as defined in G.S. 143-800(c)(1), shall report 

cybersecurity incidents to the Department. Information shared as part of this 

process will be protected from public disclosure under G.S. 132-6.1(c). Private 

sector entities are encouraged to report cybersecurity incidents to the 

Department.

GS143-800(c)(1): Local government entity. ïA local political subdivision of the 

State, including, but not limited to, a city, a county, a local school administrative 

unit as defined in G.S. 115C-5, or a community college. 



A SIGNIFICANT CYBERSECURITY INCIDENTé

ÅG.S. 143B-1320(a)(14a) Ransomware attack. ïA cybersecurity incident where a malicious actor introduces 

software into an information system that encrypts data and renders the systems that rely on that data unusable, 

followed by a demand for a ransom payment in exchange for decryption of the affected data.

ÅG.S. 143B-1320(a)(16a) Significant cybersecurity incident. ïA cybersecurity incident that is likely to result in 

demonstrable harm to the State's security interests, economy, critical infrastructure, or to the public confidence, 

civil liberties, or public health and safety of the residents of North Carolina. A significant cybersecurity incident is 

determined by the following factors: 

a. Incidents that meet thresholds identified by the Department jointly with the Department of Public Safety that 

involve information: 1. That is not releasable to the public and that is restricted or highly restricted according to 

Statewide Data Classification and Handling Policy; or 2. That involves the exfiltration, modification, deletion, or 

unauthorized access, or lack of availability to information or systems within certain parameters to include (i) a 

specific threshold of number of records or users affected as defined in G.S. 75-65 or (ii) any additional data 

types with required security controls. 

b. Incidents that involve information that is not recoverable or cannot be recovered within defined timelines 

required to meet operational commitments defined jointly by the State agency and the Department or can be 

recovered only through additional measures and has a high or medium functional impact to the mission of an 

agency



WHO YOU GONNACALL?
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Federal Partners
FBI
USSS
DHS-CISA

Other Partners 
Based on Event
911
NC SBI
SBoE
DHHS
DPI
MCNC
NC Community 
College System

State & Local Partners
NC National Guard G6
NC DIT
NC DPS
NCEM Cyber Unit
NC ISAAC
NCLGISA Cyber Strike 
Team

NC Joint Cyber Task Force (JCTF)



METHODS OF CONTACT TO REPORT 
CYBERSECURITY INCIDENT

ÅNC EM 24 Hr Watch: 800-858-0368 (monitored 24/7)

ÅNCLGISA Strike Team: itstriketeam@nclgisa.org or (919) 726-6508 (monitored 

24/7)

ÅFBI IC3: https://www.ic3.gov/

ÅIf you have a situation involving financial fraud,please contact the FBI first because 

there is a ~72 hour window for fund recovery before it is moved off-shore.

ÅNCDIT: https://it.nc.gov/resources/cybersecurity-risk-management/statewide-

cybersecurity-incident-report-form

mailto:itstriketeam@nclgisa.org
https://www.ic3.gov/
https://it.nc.gov/resources/cybersecurity-risk-management/statewide-cybersecurity-incident-report-form




CYBER SECURITY KNOWLEDGE

What does the https:// at the beginning of a URL mean?

1. The site has special high definition

2. The information entered into the site is encrypted

3. The site is the newest version available

4. The site is not accessible to certain computers

5. I have no clue!



All Financial, PII, PHI (and more) 

Collections Must Use HTTPS://



RECOGNIZE THESE?

ÅWhat was your favorite teacherõs name?

ÅWhat was the name of your childhood pet?

ÅWhat was your childhood best friendõs name?

ÅWhat was the first car you had?

ÅWhere were you born?

ÅWhat was the name of your high school?



SPREADING HOLIDAY CHEER!



Voice Phishing Example



Does Amazon, Apple, 

Facebook, or the IRS ever 

call you on the phone 

unannounced?

CYBER SECURITY KNOWLEDGE



NEW (& OLD) METHODS
OF ATTACK



DATA EXFILTRATION 
W/O ENCRYPTION

ÅConducted via various tactics, like SQL injections or TA access to data 
within systems

ÅRansom note may be posted but not a normal practice

ÅData is either sold on dark web and/or posted publicly for free

ÅRecent cases indicate the impacted entity was unaware of the data 
exfiltration until it was found posted on the internet by a 3rd party

ÅBreach notification may be required depending on the type of data 
exfiltrated



LEGAL ISSUES WITH DATA EXFIL

ÅMost agencies donôt have sufficient 
logging to determine what data was 

removed

ÅHard to validate extent of breach 

notice requirements



CYBER SECURITY KNOWLEDGE

Criminals access someoneõs computer and encrypt the 

files/data.  The user is unable to access the data unless 

they pay the criminals to decrypt the files.  This is called:

1. Botnet

2. Ransomware

3. Driving

4. Spam

5. I have no clue!



Never Pay!



RANSOMWARE: WHAT IS IT?

ÅRansomware is a type of malware that
attempts to extort money from user or 
organization by infecting or taking control 
of the victimôscomputer, files, servers, etc.

ÅRansomware usually encrypts files, folders, 
machines, servers to prevent access and use 
unless the ransom is paid to receive the 
decryption key.

ÅData exfiltration has become more widespread as 
part of ransomware events in the past 16-19 
months.



TIMELINE OF A RANSOMWARE ATTACK
Month 

1

ÅAn employee opens a phishing email and clicks on a link containing ransomware.

Month 
2

ÅThe ransomware downloads onto the employee's computer and starts executing malicious code.

Month 
3

ÅThe ransomware creates a connection via the Internet with the threat actor's command and control 
(C2) server.

Month 
4

ÅThe ransomware steals/harvests credentials to gain access to more accounts.

Month 
5

ÅThe ransomware looks for files to encrypt on local computers and on servers via the network, 
moving laterally across the network to compromise multiple accounts. Data exfiltration might also be 
occurring during this timeframe.

Month 
6

ÅThe ransomware starts the encryption process, typically attacking domain controllers and backups 
first.  The government is now aware they have been compromised.  The threat actor leaves a 
ransom note demanding payment in exchange for the decrpytionkey.  



COMMON ATTACK VECTORS

ÅPhishing emails loaded w/ 
malware

ÅPassword brute forcing

ÅRemote Desktop Protocol

ÅVPN exploits

ÅOther unpatched CVEs

ÅMicrosoft applications

ÅOutdated infrastructure

ÅOpen ports per vendor 
instructions



True or False: 

! άǇƘƛǎƘƛƴƎέ ŜƳŀƛƭ Ŏŀƴ 

be used to initiate a 

ransomware attack.

CYBER SECURITY KNOWLEDGE





JUST A 
NORMAL 
DAYé

MAKING 
MOVES, 

PROCESSING 
PAYMENTS



WHAT CAN 
POSSIBLY GO 

WRONG?



SEEMS GOOD 
TO ME 

SO LETõS CUT 
THAT CHECK!



BUT THINGS WERENõT 
AS THEY APPEARED



DID YOU CATCH IT?



BUSINESS EMAIL COMPROMISE SCAMS & 
DIRECT DEPOSIT SCAMS ARE PREVENTABLE.

ÅQuestion everything

ÅRequire a formal process for 

changes, including physical 

confirmation

ÅAsk IT to review before changes 

are made



NEW ATTACK VECTORS



COMPROMISED VENDOR 
CREDENTIALS & NON-IT MANAGED 

EQUIPMENT

ÅVendors arenôt changing their service account passwords

ÅBreach within the past 6 months occurred due to this issue

ÅWho is liable?

ÅWhat about those Linux/SQL servers that someone in admin is 

running? 



EXPOSED PORTS/DATABASES

A free service (Shodan) shows open ports/publicly exposed:

Å3389

Å2701

Å389/636

Å445

ÅICS (HVAC)

ÅPrinters

ÅWho is managing your firewalls?



PAY ATTENTION TO CVES

ÅUnpatched systems are the TAôs best friend

Å80+% of all events related to unpatched systems

ÅStrike Team offers Nessus scans & Shodan reports for 

local governments

ÅNC DIT ESRMO offers these for state agencies



HYPER-V, RDP, 
PLEASE SAVE ME!

ÅHyper-V usually domain joinedé.

ÅTakes down phones, printers, etc

ÅJust Say No to RDP!

ÅIf you have to say yes, then MFA is a MUST for all users



NEW CYBER LIABILITY 
INSURANCE REQUIREMENTS



INSURANCE = RISKY BUSINESS

ÅPay out has been too high for the industry to maintain profit margin

ÅAve cost of cyber incident is $8.83 million

ÅRansomware and data exfiltration leading causes of higher payouts

ÅExpect 15-30% increase in premiums moving forward

ÅExpect substantial new requirements to mitigate risk of large payouts

ÅAIG has stated that it will trim 30% of customers due to failures to 

meet requirements

ÅAlso expect decreases/sublimits on business interruption coverage

ÅPrevious cyber incidents will also eliminate coverage or substantially raise 

rates
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NEW CYBER INSURANCE REQUIREMENTS

ÅMFA on all email accounts, VPNs, and 

privileged user accounts

ÅEndpoint protection: Some carriers are 

requiring NextGen AV 

ÅWindows Defender is considered bare 

minimum (side note: many recent 

events only had Defender)

ÅEmployee education/training: Phishing 

training specifically noted

ÅAir gapped backups for all critical on-prem 

systems

ÅLess than 30 days old

ÅPatching cadence documentation

ÅBackup testing

ÅData governance/management

ÅPrivacy

ÅIDS/IPS

ÅEDR

ÅDLP

ÅSpecific requirements re: vendors



WHAT CAN YOU DO TO PROTECT 
YOURSELF AND YOUR  ORGANIZATION?


