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Data Security and Cyber Threat Update

Jimmy Buddenberg
Risk Advisory & 

Cybersecurity 
Practice Leader

Disclaimer
This material was used by Elliott Davis during an oral presentation; it is not a 

complete record of the discussion. This presentation is for informational 

purposes and does not contain or convey specific advice. It should not be 

used or relied upon in regard to any particular situation or circumstances 

without first consulting the appropriate advisor. No part of the presentation 

may be circulated, quoted, or reproduced for distribution without prior written 

approval from Elliott Davis.
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Elliott Davis Cybersecurity Advisory consultants work with customers to reduce their 

overall risk and impact of a cyber-attack by performing risk assessments, 

penetration tests, and architectural reviews. Consultants also evaluate the 

effectiveness of policies and procedures and can assist in the development and 

testing of incident response plans.

Cybersecurity Advisory Services

Securing Where You Want To Be

Lesson #1  

We Are All A Target
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Polling Question #1

How Some Targets are Acquired by Criminals

Fake finance 
server placed 
online with 
known software 
vulnerabilities

+2 hours
Automated bot 
discovers and 
scans system

+ 2 days
Hacker returns 
to remove 
system data

+15 seconds
Automated bot 
exploits known 
vulnerabilities 

+ 5 mins
Automated bot 
traverses system, 
catalogs data, and 
goes quiet

Live Security Test Performed

Attacks are initially driven through automated ‘bots’ which either automate spam messages or scan the 
internet for vulnerabilities and carry out large portions of cyber attacks without any human interaction.
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Who Are These Threat Actors

Recreational

Criminal

Hacktivist

Organized 
Crime

State 
Sponsored

• Cyberwar, 
state secrets, 
industrial 
espionage

• Highly 
sophisticated

• Nearly 
unlimited

• Advanced 
persistent 
threats

• Economic 
gain

• Significant 
tech 
resources & 
capabilities

• Established 
syndicates

• Adware, 
crimeware, IP 
theft

• Statement

• Relentless, 
emotionally 
committed

• Vast 
networks

• Targeted 
attacks

• Vandalism

• Limited 
technical 
capabilities

• Fame and 
notoriety

• Limited 
technical 
resources

• Known exploits

Increasing Resources and Sophistication

Impact on the Public Sector – A Shift is Occurring

• Out of 21 industries, Public has the second highest number of incidents 
behind Professional Services.

• Out of 21 industries, Public has the fifth highest number of data breaches.

• The vast majority of incidents on public sector were a result of malware.

• Most data breaches on public sector are a result of hacking into a web 
application followed closely by errors.

• 59% of threat actors are external but an alarming 43% are internal. Last year 
the split was 75% external/30% internal.

• 75% of threat actor motivations are financial. Last year 29% of threat actor 
motivations were financial and 66% were espionage.

Data provided from the Verizon 2020 Data Breach Investigations Report
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Lesson #2

The Impact of Ransomware 
Continues to Rise

Polling Question #2
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How Ransomware Works

76% of attacks 
typically happen 
during the night 
or on weekends

If You See This Screen…. Ugh

DopplePaymer
Summer 2019

DopplePaymer
Dec 2019
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The Merging of Data Breach and Ransomware

Maze
Dec 2019

Maze
Dec 2019

Ransomware Payments on the Rise

Data provided by Coveware
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Do Criminals Provide the Keys…and Do They Work?

Data provided by Coveware

Ransomware Downtime

Data provided by Coveware
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Ransomware Types and Their Attack Vectors

Data provided by Coveware

Ransomware Target Profile

Data provided by Coveware
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Lesson #3

Cybercriminals Will Kick You 
While You’re Down

Polling Question #3
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FBI Public Service Announcement – March 20, 2020

FBI SEES RISE IN FRAUD SCHEMES RELATED TO THE CORONAVIRUS (COVID-19) PANDEMIC

ALERT NUMBER: I-032020-PSA

Warns against:

- Fake CDC Emails

- Phishing Emails (charitable contributions, general financial relief, airline carrier refunds, fake cures/vaccines, fake testing 

kits)

- Counterfeit Treatments or Equipment

(We can expect a rash of phishing attacks related to the new stimulus bill that is in motion)

https://www.ic3.gov/media/2020/200320.aspx

Forbes News…
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More Headlines…

HealthIT Security

HealthIT Security

COVID-19 Domain Registrations

Out of these websites, 3% were found to be 
malicious and an additional 5% are 

suspicious.
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Sample Phishing Email

Sample Phishing Email
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Sample Phishing Email

Sample Phishing Email
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Sample Phishing Email

Phishing Recommendations

• Beware of online requests for personal information. Never respond to the email with 
your personal data.

• Check the email address or link. You can inspect a link by hovering your mouse 
button over the URL to see where it leads.

• Watch for spelling and grammatical mistakes. 

• Look for generic greetings. Phishing emails are unlikely to use your name. Greetings 
like “Dear sir or madam” signal an email is not legitimate.

• Avoid emails that insist you act now. Phishing emails often try to create a sense of 
urgency or demand immediate action.
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Lesson #4

Remote Workers Have Increased 
Your Risk

Polling Question #4
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Collaboration Tools

• Remote collaboration tools can be 

extremely helpful to enable remote workers

• Internet trolls will look to join Zoom (or 

other) calls to display graphic content

• Suggestions

• Require a password

• Disable “join before host”

• Control who enters the meeting

• Monitor participants

• Disable video

Virtual Private Networks (VPN)

Considerations when standing up a 
VPN

• Split tunneling

• VPN licenses

• VPN infrastructure

• VPN solutions

• Patching remote systems

• Users blurring the line between 
company and home networks

• User Awareness Training 
focused on the home network
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Recommendations

Final Recommendations

• Secure any remote services to lower risk by 50%. Audit/assess internet facing systems.

• Deploy multi-factor authentication on all administrative accounts to reduce risk by 40%.

• Require multi-factor authentication for all remote access.  If you rolled out VPN without it, its 
time to circle back and add it now.

• Use security awareness training tools to help employees identify social engineering 
techniques and spear-phishing emails with malicious links.  Specifically add training in 
regards to phishing around coronavirus AND the new stimulus package.

• Perform offline backups and test data restoration ability.

• Perform a cyber program assessment.

• Perform web application penetration testing.
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Ways to Measure Cyber Program Effectiveness 
Program Assessment

Q U E S T I O N S ?

VISIT

elliottdavis.com/covid19            

elliottdavis.com/cyber

EMAIL  

cyber@elliottdavis.com
Jimmy Buddenberg

Risk Advisory  & Cybersecuri ty  
Pract ice Leader

864.250.3936

We’re here to help 
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