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Disclaimer

This material was used by Elliott Davis during an oral presentation; it is not a
complete record of the discussion. This presentation is for informational
purposes and does not contain or convey specific advice. It should not be
used or relied upon in regard to any particular situation or circumstances
without first consulting the appropriate advisor. No part of the presentation
may be circulated, quoted, or reproduced for distribution without prior written

approval from Elliott Davis.




Cybersecurity Advisory Services

Securing Where You Want To Be

Elliott Davis Cybersecurity Advisory consultants work with customers to reduce their
overall risk and impact of a cyber-attack by performing risk assessments,
penetration tests, and architectural reviews. Consultants also evaluate the

effectiveness of policies and procedures and can assist in the development and

testing of incident response plans.
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Polling Question #1

How Some Targets are Acquired by Criminals

Attacks are initially driven through automated ‘bots’ which either automate spam messages or scan the
internet for vulnerabilities and carry out large portions of cyber attacks without any human interaction.

Live Security Test Performed

SN\ | Fake finance +15 seconds Ry | +2days
server placed Automated bot = g Hacker returns
online with exploits known - . ﬂ to remove

known software vulnerabilities system data

vulnerabilities

+2 hours + 5 mins
a Automated bot ¥, —| Automated bot
discovers and v —|  traverses system,
scans system catalogs data, and
goes quiet
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Who Are These Threat Actors

State
— Sponsored
Organized
Crime
| Hacktivist | - Cyberwar,
) state secrets,
+ Economic industrial
gain espionage
+ Statement -+ Significant . Highly
+ Relentless, tech sophisticated
+ Vandalism emotionally reso%r.lc.f.s & Nearly
Limited committed capabilities unlimited
. | I .
» Established
« Fameand technical Vast syndicates Advanced
notoriety capabilities networks persistent
. Limited + Targeted Adware, threats
technical attacks crimeware, IP
echnica theft
resources

* Known exploits

Increasing Resources and Sophistication

Impact on the Public Sector — A Shift is Occurring

I
+ Out of 21 industries, Public has the second highest number of incidents Frequency  6843incidents,
. . . 348 with confirmed
behind Professional Services. data disclosure
Top Patterns Miscellansous Errors,
Weab icationsand
+ Out of 21 industries, Public has the fifth highest number of data breaches. Everything Bt
of ches.

P . . . Threat Actors  Extemnal (59%), Internal
+ The vast majority of incidents on public sector were a result of malware. (43%), Multipls (2%),
Partnar (1%) (breachas)

. ) . Actor Motives Ena_ncia][?[?%ﬁq:a]

. onaga 3
Most da_ta breaches on public sector are a result of hacking into a web R e
application followed closely by errors. o Ee— YT

C (24%), Credentials
ompromised (33%), Intemal (14%)
(breaches)

+ 59% of threat actors are external but an alarming 43% are internal. Last year

the split was 75% external/30% internal. Top Contrals s e g
Program (CSC17),
« 75% of threat actor motivations are financial. Last year 29% of threat actor %gggsufgggﬁ,
motivations were financial and 66% were espionage.
Data provided from the Verizon 2020 Data Breach Investigations Report @ elliott davis
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How Ransomware Works

— o ATTACKER SENDS A PHISING E-MAIL o MALWARE UNPACKS AND EXECUTES

SO COMMAND AND CONTROL

Ak

C&C COMMUNICATION,
DOWNLOAD PUBLIC KEY

of attacks
typically happen

USER RECEIVES

A LINK AND CLICKS TOR &

|

during the night
or on Weekends \Oussn COMMUNICATION
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P
PRIVATE KEY ﬁ BITCOIN
DELIVERED L__J RECEIVED

PUBLIC KEY

(<]

FILES GET ENCRYPTED 5
AND USER GET
RANSOMWARE
SCREEN

11
If You See This Screen.... Ugh
I
Your network has been penetrated.
_ Your network has been
P penetrate:
. ]
S
. [ ]
Use chat in the right bottom of this page to contact us Online chat
DopplePaymer
Dec 2019
DopplePaymer o
Summer 2019 : @ elliott davis
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The Merging of Data Breach and Ransomware

Maze Maze
Dec 2019 Dec 2019

@ elliott davis
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Ransomware Payments on the Rise

Ransomware Amounts Paid Daily in Q4 2019

e Ransom paid Daily

L

Date

Data provided by Coveware @ elliott davis
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Do Criminals Provide the Keys...and Do They Work?
98%

Payment
Success Rate

<

Recovered

3%

Lost

s 197%
sl

2

Data provided by Coveware @ elliott davis
15
Ransomware Downtime
16.2 days
Average number of days a
ransomware incident lasts
Data provided by Coveware @ elliott davis
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Ransomware Types and Their Attack Vectors

Ransomware Market Share by Type Q4 2019

Globelmposter
1.9%

|Encrypt

2.3%

Snatch

Sodinokibi

NetWalker
5.1%
DopplePaymer

Phobos

10.7%

Data provided by Coveware
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Ransomware Target Profile

Size of Victim Company by Number of Employees

W 042019 W Q32019

2,000
1,500
9
¢
_g 1,000
E
w
=
500
123
38
0 |
Phobos Ryuk Sodinokibi
Data provided by Coveware
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Most Common Ransomware Attack Vectors Q4 2019
Other

Software Vulnerability ——

12.9%

Email Phishing

RDP Compromise
57.4%

@ elliott davis

Average Ransom Amount: Top 3 Ransomware Types
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FBI Public Service Announcement — March 20, 2020

FBI SEES RISE IN FRAUD SCHEMES RELATED TO THE CORONAVIRUS (COVID-19) PANDEMIC

ALERT NUMBER: 1-032020-PSA
Warns against:
- Fake CDC Emails

- Phishing Emails (charitable contributions, general financial relief, airline carrier refunds, fake cures/vaccines, fake testing
kits)
- Counterfeit Treatments or Equipment

(We can expect a rash of phishing attacks related to the new stimulus bill that is in motion)

https://www.ic3.gov/media/2020/200320.aspx

@ elliott davis
21
Forbes News...
Hackers Promise 'No More COVID-19 Vaccine Test Center
Healthcare Cyber Attacks' Hit By Cyber Attack, Stolen
During COVID-19 Crisis Data Posted Online
Q A ;aveywind
@ elliott davis
22
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More Headlines...

SECURITY
— —thag unu e

[NPOY2020] TRAINING  CYBERSECURITY  CAMPUS SECURITY & LIFE SAFETY  DEA

WHO, coronavirus testing lab
hit by hackers as opportunistic
attacks ramp up

Illinois Public Health Website Hit The W
With Ransomware Amid Coronavirus
Hackers infected an lllinois Public Health provider website with

for

with ransomware

ransomware during the coronavirus pandemic; Maze Team
A A 5 i By Nathan Eddy
exploits, phishing, malware, and a PACS incident complete this numn

week's breach roundup.

——

Cyber Attack Hits Department of Health
and Human Services Amid Government
Coronavirus Response

By Haley Samsel Mar 18, 2020
x HealthIT Security
“i By Jessica Davis
HealthIT Security © seliiott davis
I
Coronavirus Domains Registered Weekly
necoronacure 10aay
1000
coronacure news
coronacure pro
800 cocoronacuremedicalsupplies com
coronacuredlist com
600 coronacurekits com
coronacureprevention com
400 viruscoronacure com
coronacure world
coronacure store
200 blog
coronacure
cp<is>
n"(!?nm l(" coronacurenow com
o o ‘0 '0 ;) 'Q ‘t: 'Q ‘0 ‘b coronacurerecovery com
"P'O} Dbﬁ"'n' {5‘%\? FP,Q“'J 1,\,0“"1 o.b,@ﬂ' ‘»6.613‘ 0,61'» 1&5& coronacurevaccine com

Out of these websites, 3% were found to be
malicious and an additional 5% are

< @ elliott davis
suspicious.
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Sample Phishing Email

€ Corona Virus Latest Updates - Mozilla Thunderbird
Ede Edt View Go Message Jools Help
QD GetMessages v/ Wiite [QChat & AddressBook | © Tas +

Minitry of Heakts NewsPors D

Subect Coronma Virus Latest Updates

* D R ©

Good day,

wvisit to Hubei

informed of new developments.

developments.

) 1 attachment: Coronavirus Latest update.dat 124 KB

Given the changing dynamics of the outbreak in China and globally, and recognizing we are in the midst of influenza season, we ask anyone who
has been in China especially in Hubei province to consider staying home and keeping their children home until 14 days have passed from their last

Monitor yourself, relative and your children closely for symptoms, and if any symptoms arise, connect with your pnmary care provider, local public
heaith office or call 811. This is an important way to reduce the possibility of transmission of liness to others.

We remain in regular contact with Chinese government and the province and are monitoring the situation closely, and will continue to keep you

Kindly view and share the attached for latest updates and advice from the province, while we will continue to keep you informed of new

Please note, i you are unsure of the origin of an external email please exercise caution before clicking on links or opening sttachments.

© Reply % ReplyAll v~ Forward  More v
02/07/2020, 3:34 AM

& elliott davis

Sample Phishing Email

Coronavirus Customer Advisory Issue

e From FedEx EXPRESS

mer Advisory PDI

Dear Valued Customers,

lder email

Referring to the letter issued on 17 February 2020, we would like to give you further update on the impact of the coronavirus (COVID-19) out break on FEDEX global
forwarding operations around the world. Please download the attached document with detailed informations.

Thank you and we wish you a healthy life. Remember safety First.
Yours faithful,

FEDEX GLOBAL FORWARDING

5/26/2020
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Sample Phishing Email

Singapore Specialist : Corona Virus Safety Measures

L g g = g

Tuesday, 28 January 2020 at 03:51

Show Details

Dear Sir,

Go through the hed d on safety regarding the spreading of corona virus.
This little measure can save you.

Use the link below to download

Safety Measures.pdf

Symptoms Common symptoms include fever, cough, shortness of breath, and breathing difficulties. |

Regards

Dr s iles

Specialist wuhan-virus-advisory
- = - .

" LS|

™

© elliott davis
S le Phishing Email
—
New programme against COVID-19
@ © <GOV UK Notify>
ity GOV.UK
The government has taken urgent steps to list coronavirus as a notifiable
disease in law
As a precaution measure against COVID-19 in cooperation with National
Insurance and National Health Services the government established new tax
refund programme for dealing with the coronavirus outbreak in its action plan.
You are eligible to get a tax refund (rebate) of 128.34 GBP.
Access your funds now
The funds can be used to protect yourself against COVID-19(
https://www.nhs.uk/conditi i id-19/ p ionary measure
against corona )
At 6.15pm on 5 March 2020, a statutory instrument was made into law that
adds COVID-19 to the list of notifiable diseases and SARS-COV-2 to the list of
notifiable causative agents.
© elliott davis
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Sample Phishing Email

——
[S) s [EXTERNAL] COVID-19 - Now Airbome, Increased Communty Transmission = Message (HTML) ®
File Message  Help Q  Tell me what you want to de
m 5 | SR g e (@) 3
e ] 5 . B 4 CHRLINNEN RTINS § L2 2
v 4 Resh Yo Mo - ’
Q- Delete Achve | 2 o .\5:0 pase Move | Togs  Edting Speech . Zoom Report
> Forward 8 | = Team Ema g - v v v ehisnng
Delete Respond Quick Steps. ~ Zoom Cotense

[EXTERNAL] COVID-19 - Now Airborne, Increased Community Transmission

€ Reply
’ CDC INFO <CDC-Covid 19@cdc.govs )

€ Reply Al

As you know, the Department of Health and Human Services has declared the Coronavirus (COVID-19) a public health emergency.

> Forward

At this time, three new cases have been confirmed around your location today. The risk to the Public in your city and throughout the World is very

HIGH.

The World Health Organization has named the new coronavirus, Covid-19, and the Centers for Disease Control and Prevention has established

precautions.

* The COC requires you to avoid (HIGH-RISK) zone around your city to Minimize Chances for Exposures.
* A high-risk person Is currently being monitored around your city center.

For additional information about high-risk places around ... hesling-yui223 com/cd php

Click or tap to follow fink.

hittps://wwew.cde.gov/COVID-19/newcases/feb26/ your city.html

Phishing Recommendations

Beware of online requests for personal information. Never respond to the email with

your personal data.

& elliott davis

Check the email address or link. You can inspect a link by hovering your mouse

button over the URL to see where it leads.

Watch for spelling and grammatical mistakes.

Look for generic greetings. Phishing emails are unlikely to use your name. Greetings

like “Dear sir or madam” signal an email is not legitimate.

Avoid emails that insist you act now. Phishing emails often try to create a sense of

urgency or demand immediate action.

@ elliott davis
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Collaboration Tools

I
Ehe New HJork Times
+ Remote collaboration tools can be “/.0ombombing’: When Video
extremely helpful to enable remote workers Conferences Go Wrong

As its user base rapidly expands, the videoconference app Zoom

is seeing a rise in trolling and graphic content.

* Internet trolls will look to join Zoom (or

other) calls to display graphic content

* Suggestions
* Require a password
+ Disable “join before host”
+ Control who enters the meeting

* Monitor participants

- Disable video

@ elliott davis
Virtual Private Networks (VPN)
Considerations when standing up a
VPN s
. . ___ A Oﬁla?e
* Splittunneling Virtual Private

* VPN licenses Network

= VPN infrastructure ‘—' \‘--

= VPN solutions Business
Partner 4 0 8
=gl
« Patching remote systems
9 y Remote Regional Home Mobile
Office Office Office  Worker
« Users blurring the line between
company and home networks
» User Awareness Training ) )
focused on the home network Q@ eliiott davis
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Recommendations

Final Recommendations

Secure any remote services to lower risk by 50%. Audit/assess internet facing systems.
Deploy multi-factor authentication on all administrative accounts to reduce risk by 40%.

Require multi-factor authentication for all remote access. If you rolled out VPN without it, its
time to circle back and add it now.

Use security awareness training tools to help employees identify social engineering
techniques and spear-phishing emails with malicious links. Specifically add training in
regards to phishing around coronavirus AND the new stimulus package.

Perform offline backups and test data restoration ability.
Perform a cyber program assessment.

Perform web application penetration testing.
@ elliott davis
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Ways to Measure Cyber Program Effectiveness
Program Assessment

1 |Inventory and Control of Hardware Asssts c
2 |Inventory and Control of Software Assets 565 715% 72% 70% C-
3 |Continuous Vulnerability Management 485 59% 57% 58% F
4 |Controlled Use of Administrative Privileges 79% 815 85% 81% B-
& |Secure Configuration for Hardware and Software on Mobile Devices, Laptops, Workstations and Servers B
& |Maintenance, Monitoring and Analysis of Audit Logs B
Basic Controls - Results €
Email and Web Browser Protections F
2 [Malware Defenses 53% 7% 7% 70% c
8 |Limitation and Control of Network Ports, Protocols, and Services 70% B7% B7% 85% B
= 10|Datz Recovery Capabilities 1005 1005 3% 59% A
g 11|3ecure Configuration for Network Devices, such as Firewalls, Routers and Switches 70% 3% B9% 50% A
'ﬁ 12 |Boundary Defenze 5] B0% B0% 79% C+
E 13[Data Protection 57% 52% 52% 53% F
14|Controlled Access Based on the Need to Know B3% 7% 7% 7% C+
15|Wireless Access Control 53% B3% B3% 67% D+
Account Monitoring 2nd Control
Foundational Controls - Results "
4 17| Impl a Security Awareness and Training Program 42% 66% 28% B0% D-
E 18|Application Software Security 67% 80% 79% 79% C+
g 19(Incident Response and M BE6H 7% 7% 78% C+
g_‘ 0| Penetration Tests and Red Team Exercises

Organizational Controls - Results 56% 63% 53% 61% D-

37
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QUESTIONS?

We're here to help

VISIT
\ elliottdavis.com/covid19
] } elliottdavis.com/cyber

EMAIL

Jimmy Buddenb
Risk Advisory & Cybersecurity
Practice Leader
864.250.3936

cyber@elliottdavis.com
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